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Current Trends in Vehicle Hacking

« Attacks are becoming easier to perform.
« Devices for interacting with vehicle systems are becoming less expensive and easier to use.

* New devices are being introduced on the market with supporting software to make it simple for
security researchers and criminal hackers to experiment with attacks on cars.

« Examples: Macchina M2, Seeed Studio CAN-bus Shield v2.0, EVTV CanDue
» All of these cost between $80-$150 USD (9,000-17,000 JPY).
» The security research community has taken significant interest in car hacking.

» The DefCon security conference has had a “car hacking village” for the past two years, where
attendees can learn and test car hacking techniques against real automotive systems.

» Overall assessment: vulnerability research related to connected vehicles will continue to accelerate in
pace. Within the next 2 years, car hacking will be relatively simple to experiment with for any
researcher who is willing to spend $100.
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Examples of Commonly-Accessible Tools
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Progression of Connectivity/Features/Attack Surface
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Secure Engineering Process

Vulnerabilities are defects — this is a quality
problem

Embed cyber risk discipline throughout the
engineering process to reduce security related
defects

Identification of design risk and threat issues
before they become development or
production issues. Fixing issues earlier
reduces the cost of remediation

Raise the level of cyber risk awareness across
the engineering organization

Provide security assessment, consultation,
and assurance throughout the lifecycle
Provide governance and oversight to address
threats and risks programmatically through
the established quality process

Transition manufactures from reactive to
proactive supplier management programs
Security is kaizen
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| Connected Car Security:
Challenge/Approach/Impact

Challenge Approach _______Impact

Third-party solutions typically Penetration testing/security Increasing security quality of
have poor security and many testing of connected car vehicles, with improvement from
significant vulnerabilities components and services year to year; findings from

testing now feed secure
engineering processes

Lack of visibility into security of =~ Third-party risk Risks from outside vendors are

solutions from outside vendors in assessment/management now managed and mitigated;

the connected car space program development defects and issues related to
outside vendors are tracked and
addressed

Difficulty communicating and Security requirements Contractual language and

enforcing security requirements  development and management security requirements are part of

in connected car program the procurement process, with

security testing to validate that

vendors meet requirements
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Questions?

© 2017 PwC. All rights reserved. PwC refers to the US member firm or one of its subsidiaries or affiliates, and may sometimes refer to the PwC network. Each member firm is a separate legal entity. Please see
www.pwc.com/structure for further details.

PwC | Current State of Connected Car Security



