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The Cabinet Office has been promoting the Strategic Innovation Promotion Program —
Automated Driving for Universal Services (SIP-adus) since FY2014. SIP Phase 2, which
commenced last fiscal year, aims to expand the implementation of automated driving
from expressways to general roads, with 2020 set as a milestone. One of the priorities
of this R&D project is international cooperation along with planning and promotion of
FOTs, technology development, and fostering of social acceptance. This project
provides Japanese and foreign experts with opportunities to share information and
conduct joint research by regularly holding the SIP-adus Workshop in order to enhance
international cooperation and promote international standardization. The SIP-adus

website is used to actively disseminate information.

Questionnaire surveys are conducted on participants of the SIP-adus Workshop and the
web access logs are analyzed to measure and evaluate the effectiveness of the project,

promote the next phase of investigation and R&D, and establish a vision.

This fiscal year, the sessions of the SIP-adus Workshop were reorganized under the
initiative of the project director, and the Safety Assurance session was added. External
experts were assigned to investigate the progress of R&D in foreign countries and
invite researchers to the SIP-adus Workshop. The workshop program featured
presentations which were open to general participants (Plenary Session),
subcommittee meetings by experts (Breakout Session), and panels displayed by the
Cabinet Office as well as ministries and agencies (Poster Session). The total number of
participants was 511, which was almost the same as last year. It is noteworthy that the
total number of experts who participated in the workshop increased by 21 and the

number of participating countries and regions increased by six.
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About 95% of both general participants and experts responded that they are keen to
participate in the SIP-adus Workshop next year, showing that the workshop was highly
worthwhile. Regarding the overall evaluation of the SIP-adus Workshop, about 40% of
experts and 17% of general participants gave the highest score in the five-grade
evaluation. The respective presentations open to general participants and the panel
exhibition were more highly evaluated by experts than general participants. The overall
evaluation was high in terms of availability of information about the latest
developments and enhancement of networking activities, but there were requests to
improve the selection of presenters and the program organization. To continue to hold
the workshop next year and beyond, the program organization and content will be

reviewed and improved.

Regarding the SIP-adus website, information about the R&D results and events for
fostering social acceptance was actively disseminated throughout the investigation
period. Efforts were made to strengthen the capability to disseminate information about
automated driving. This fiscal year, the top priority was to continue to disseminate
information about the latest developments by updating information from SIP Phase 1 to
Phase 2 and significantly redesigning the “Field Operational Tests” page (in Japanese)
in particular. Meanwhile, Google Analytics was used to assess the response of visitors
to the website. Many users visited the website to participate in the SIP-adus Workshop,
and this trend has remained unchanged for the past several years. To enhance the
dissemination of information from the SIP-adus website, it is necessary to upgrade the
content and continue effective public relations activities to increase the number of

visits.
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1-1-2. Plenary Session
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Session) #EHMEL % L7z, SessionlZ 7 2D TF—<TITL, ERAHN H51LDHEBY
- EFRPEBEZTVE LT,

¥, TABE— ITEERIEHKE. ABFRE® EHKED ©Welcome Speechz T 721X
. KEH HHarold W. Martin IIIEE (National Coordination Office for Space-Based
Positioning, Navigation, and Timing). Rk 5 Ludger Roggek (European
Commission) . 77 > XA B Anne-Marie Idrackk (French Government) Z 52 L £
L 7=

BFEEOHRKERL, AXHPLETELABALTWET,

* Plenary SessionDEEHKITAHTERE L £,

Plenary Session O#IE

(Bhr4)
Session £& HEE iSdE ETL—32— BEEH |S5EHN SH5EA
Opening 128 9:00-9:30 — 5 2 3
Regional Activities 128 9:30-12:20 | XBHZ=E 12 7 5
FOTs and Next Generation Transport 128 13:20-15:30 [JIIAHEZ 8 4 4
Human Factors 128 15:45-17:20 [JbigrEg 2 4 3 1
Cybersecurity 138 9:00-10:45 |LEEE 7 4 3
Safety Assurance 13H 11:00-12:45 | A0OESL 7 5 2
Dynamic Map 138 14:05-15:45 |HhiEE 5 2 3
Connected Vehicle 138 16:00-17:40 [/MIMAST 3 2 1
a5t 51 29 22
ENREELDERTE

SIP-adus Workshop 2019
12-14 November
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Opening Session I E

MARE— |ITHBERIEIZKE. ABFED BHKED S Welcome Speech ZTEWL 7z IZ A
XE A Harold W. Martin 11l £ (National Coordination Office for Space-Based
Positioning, Navigation, and Timing). EXJHA % Ludger Rogge & (European
Commission) % Z N Z 1 Keynote Speaker & L THMBZ L. MEDHER. HAELHFEDIR
MERPAEE £ L7z, 72, SIP-adus 7RI 7 LT 4 L7 Z—DEEBEBERD O EHDK
RmENTTONE L7,

BEELLUREYZY

- TAKEMOTO Naokazu: Minister of State for Science and Technology Policy, Cabinet
Office, Japan

- SUDO Akira: Executive Director in charge of SIP/PRISM/ImPACT Council for Science,
Technology and Innovation(CSTI), Cabinet Office, Japan

“Overview of SIP-adus, summary of the 1st phase & expectation of the 2nd phase”.

+ Harold W. Martin Ill: Director, National Coordination Office for

Space-Based Positioning, Navigation, and Timing, USA

“Contribution of connected vehicle to reduce traffic congestions, expanding mobility
and saving lives”.

- Ludger Rogge: European Commission, Belgium

“Revision of safety regulation on social & ethical issues, and single EU-wide platform
on CCAM to strengthen research and innovation in Europe”.

- KUZUMAKI Seigo: SIP-adus Program Director, Japan

“Introduction of SIP-adus the 1st phase, in addition to 2nd phase, focusing on FOT

current on-going in Tokyo Waterfront Area”.

Keynote Speaker #EEH

\II

- 14 -
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LAWMADEEY 74 Y —EXERAICE T - BRKREHOIY BARR EREBICDONT

FwLE LT, ETREZRELAHTB, URPFTOL L4, BRAFERED
SEELXEZHREI L TP CARTOERMEARENGIRY BA DY 9, HARM
TIHON TV SR RIAERTIE. BTOERIEH, S, ERLICAT-REORERRICESRD
BoTWwxd, EAMICEITAEEL LTI, T2BE ETREEE MEN. 7

Zov) . BE - URY —ERER. HeNZRERER. SIEEFEIBRITOoNET, LA
LD BENBRELZHRERET 5720015, MHETE. H2NPA. EEBEOE{~ DN

ISOEERERERY T,

BEEBIVEEZI ML
(7 L —%—) Hajime Amano: ITS Japan, Japan
- Anne-Marie Idrac: French Government, France
“French National Strategy for Automated Driving”
- Ludger Rogge: European Commission, Belgium
“Automated Road Transport - R&! actions”
- Reinhold Friedrich: Federal Ministry of Education and Research (BMBF), Germany
“Researching autonomous driving in Germany”
- Martin Russ: AustriaTech GmbH, Austria
“CCAM in Austria Strategies — Actions — Priorities”
- Harri Santamala: Sensible 4, Finland
“ONGOING ACTIVITIES IN FINLAND”
- Steven Shladover: University of California, Berkeley, USA
“Road Vehicle Automation in the U.S.”
- Kegiang Li: Tsinghua University, China
“The Challenges and Development Strategies for Intelligent & Connected Vehicles in

China”
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- Yoshihiro Suda: The University of Tokyo, Japan
“Challenge to establish ecosystem of mobility innovation by automated driving —
Academic collaboration and practice”

- Hiroshi Kakidachi: National Strategy Office of Information and Communication
Technology, Japan
“Progress based on Charter for Improvement of Legal System and Environment for
Automated Driving Systems”

- Takahiro Hirasawa: Ministry of Land, Infrastructure, Transport and Tourism, Japan
“Efforts of Road Transport Bureau, MLIT For Automated Driving”

- Toshihiro Sugi: National Police Agency, Japan

“NPA Initiatives Regarding Automated Driving”

Ludger Rogge K& EE R Keqgiang LIKEE&E#

4, Explore New Industrial Ecosystem v

0 Build New Tier 1.5 Component Suppliers

Industrial Chain of Automated Driving Electronics 5 Base Platforms of ICV System

- i
oM o I~ KVBase ]:@:[
i [ Computing Platorm

ICV Base 2
Terminal Platform
¢ kvBase )
| Cloud Control Piatform
1CV Basa 28

HAD Map Platform

ICV Bass
" Cybersacurity Platform @

-16 -
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FOTs and Next Generation Transport#iE

ERMIBITZ2AHRBZRLE LT-BEBEGETEROTFTORNEHERT L LN T
EF L7z, USDOTHA B IE, KRBENRDBENEEGFICET 2HETHAZITL. HEE DI
HRRENRLI—RT— X EEMALICATREN AT THD ZENRESINZE
L7z 77> ZXDOVEDECOMM & IFEAERERICH 1F 2 2R EFMICEET 5 F
EFEOHBICAITISERICOWTRELN DY £ L1 PV HR—ILDLTAD B IE, TE
ICIZERERICE LSRR RT— o T 1 OBEIRRINE LT,

BEEBLUBEEZSA ML

- (7 L — % —) Masayuki Kawamoto: University of Tsukuba, Japan

- Nadege Faul: VEDECOM, France

“SAM PROJECT USE CASES AND SERVICES TESTED”

- Elizabeth Machek: United States Department of Transportation, USA
“Bus Transit Automation Activity in the United States: Overview”

- Chin Kian Keong: Land Transport Authority, Singapore

“Singapore’s Autonomous Vehicles Program — An Update”

- Randell H. lwasaki: Contra Costa Transportation Authority, USA
“State of the Art in Automated Shuttles”

- Kenji Ueki: Ministry of Economy, Trade and Industry, Japan

“METI's Actions Concerning Automated Driving”

- Katsuya Abe: Ministry of Land, Infrastructure, Transport and Tourism, Japan
“FOT in hilly and mountainous areas”

- Masato Minakata: TOYOTA MOTOR CORPORATION, Japan
“SIP-adus FOT in Tokyo waterfront area”

VEDECOM®HER V) #H A YU HAFR—NICH T B KRRIERAER OEHE A

Methodological challenges

-17 -
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Human Factors 1%

BHXNMOE 2 —<> 777 2 —ICBT2ERRBORH, BBORBRTEICIOLWTOH

BH#KY £ L7, Klaus BenglerXld, ta—<>7 7 ICBET 5 HMEEOBIE L
A VIR ZRETEL. Joanne HarblukK X, BEIEROE 2 —~v > 7 77 & —FHlE & ERE

BETY v PIVEIMEROBRICOVWTOREI, David YangiKld, 1 —Y—HRICII-7:

DIBN (=Y -, AN, TI/XARYI VR, 2—H—(TL > TORLME
72 &) | Satoshi KitazakiKlZb 2 —<> 7 77 X —ICET 2R TE & BMEBEIC DL
T, thxn@mEL £ L7

BEELLUVBEEZMA ML
(£5 L —% —) Satoshi Kitazaki: AIST, Japan
- Klaus Bengler: Technical University of Munich, Germany
“Japanese-German Research Cooperation on Connected and Automated Driving”
- Joanne Harbluk: Transport Canada, Canada
“Human Factors: The Necessity of a User-Centred Approach for Automated Vehicles”
- David Yang: AAA Foundation for Traffic Safety, USA

“Vehicle Automation, Users, and Safety Benefits”

-18 -
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David Yang, AAA Foundation Joanne Harbluk, Transport Canada, Canada

ALDIENIRARUC

Human Factors: The Necessity of a User- N7
Centred Approach for Automated Vehicles N »

~Y

Canadi

Vehicle Automation, Users, and
Safety Benefits

C. Y. David Yang, Ph.D. Jeanne et PRD
SMRCUIVE ENSONY oo

S atn Watetup 2019 5 Riym, dvvemter 1344 3009

BEENEAEHE

Cybersecurity #E

BEE, IT. 7THT7TI7 EBROVAN—tF2 U T FFRICKY . Connected &
Automated-driving VehiclelZX3 3 20 A4 N—tF 2 7 A BEROEHEAICOWTHREKL F
L7z, F7=. EEODPost Production7 t =X TOH A N—EF 12U T A HIEDH ERER
(IDSEFERE) LV AN—tE—T7HREHEHRS AT LORBICT /2. FEH. FEROH
HOBEMICOWTERLE L,

BEELIVBEBEZIA ML
(7 L —%—) Shigeru Uehara: TOYOTA MOTOR CORPORATION, Japan
- Chris Clark: Synopsys, USA
“Road Vehicle Management”
- Ingo Dassow: Deloitte, Germany

“Awareness training for cybersecurity of vehicles”

-19 -
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- Paul Wooderson: HORIBA MIRA, UK
“Cybersecurity Resilience for Connected and Automated Vehicles”
- Rob Shein: PwC, USA
“Approaches to Vehicle Security Monitoring"
- Tsutomu Matsumoto: Yokohama National University, Japan
“Automotive Cyber-Physical Security Issues with respect to Anomaly Detection”
- Masashi Yamasaki: Mazda Motor Corporation, Japan

“SIP-adus2019 Cybersecurity Plenary Session”

Paul Wooderson, HORIBA MIRA Robert Shein, PwC

Approaches to
Vehicle Security
Monitoring

Prisectsson by Robert Shein
Novermber 2019

B g

SIP-adus Workshop 2019
12-14 November
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Safety Assurance BIE

BEEGRRINOLERIEICOVWTEEOEMEANBNINE LT, BEREIBMEITHLE L -
THEYWP29RISO%k EERRFICIZERENED bNTWET, BRT —XOEEA
EEOMEBL Iz T VA PLREEEEHO LRI SECHEINTWET, BEMoH
EROMHEHNALEUNECEREOETHADOEBE~OIY HAHEATHET, AuditiB

L TREFEEROG TCERVESFEL L >TWET,

BEESIUVBEZIA ML
(£7 L —%&—) Satoshi Taniguchi: TOYOTA MOTOR CORPORATION, Japan
- Emmanuel Arnoux: PFA (French Automotive Platform), France
“FRENCH AUTOMOTIVE INDUSTRY SAFETY ARGUMENTATION FOR AUTOMATED
VEHICLE SAE LEVEL OF AUTOMATION 3 AND 4"
- Adrian Zlocki: fka GmbH, Germany
“Data driven Safety Assurance for Automated Driving”
- Fabrizio Minarini: European Commission Joint Research Centre, Italy
“Type Approval and Compliance Testing of vehicle safety advanced functionalities from
conventional vehicles to AVs”
- Michelle Chaka: VTTI, USA
“Development of Safety Testing for Automated Driving Systems(ADS) Equipped
Vehicles”
- Chen Zhenyu: CATARC, China
“Standards Guarantee the Safety of the Intelligent & Connected Vehicle
(Connected & Autonomous Vehicle)”
- Hideo Inoue: Kanagawa Institute of Technology, Japan

“DIVPTM Driving Intelligence Validation Platform”

-21 -
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Adrian Zlocki, fka GmbH Fabrizio Minarini, European Commission

Multipillar Approach

BEENEAEHE

SIP-adus Workshop 2019
12-14 November

Dynamic Map &

FEEREBL T, UTOLS ICARDBEHREN B L BAOERLEFZTVWE LT,
- SIP-adus DR & KT

- EXRBICH T HAE

- RAF Iy o=y TEEMR) DR

- ADASIS# & U'SENSORIS#EE

- Ushrit o2

- OADF#tE
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(£7 L —%—) Satoru Nakajo: The University of Tokyo, Japan

- Katsuya Abe: Ministry of Land, Infrastructure, Transport and Tourism, Japan

- Hiroyuki Inahata: Dynamic Map Platform Co., Ltd., Japan

“High Definition 3D Map Activities for Data Maintenance Solution”

- Jean-Charles Pandazis: ERTICO, Belgium

“ADASIS and SENSORIS”

- Christopher T. Thibodeau: Ushr, USA

“The Future of Autonomous Driving”

AERTICOIZ & 3SIP-adus & OFEEICET 28 E

—
Liaison and potential collaboration m
* ADASIS is an industrial defacto standard
* ADASIS presented to ITS Japan members
* Currently in discussion with SIP-adus: .
First dicussion @ ADASIS meeting in Tokyo —
on 8 November hosted by Zenrin 0" cacl -
aim is to use ADASIS v3 in FoT, between ~ L% T,
HD map and Vehicle functions I

100 late for 2020 testing,
but considered for 2021 testing (tbc)

Christopher Thibodeau,

Ushr

Ushr — HD Maps More Info Than Just Roads

Real Time
Sensors

Ushr Map

SIP-adus Workshop 2019

12-14 November
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Connected Vehicle =

USDOTH w2 B8Ed 7 A = 7 FCARMADIRN . FED © &5 TORKBRELE

BRICOWTORBNDHY £ LT

BEELIVBEEZI ML

(7 L —%—) Norifumi Ogawa: Mazda Motor Corporation, Japan
- Kevin P. Dopart: United States Department of Transportation, USA
“Cooperative Automation Research in the United States”
- Kodo Shu: Huawei Technologies Japan K.K, Japan

“Cellular-V2X overall development in China and Wu-xi C-V2X Project”

Cooperative Automation Connectivity=EsF £ 5% CARMA 1—X¥s—2ZR

Cooperative Automation and Connectivity

* 5.9 GHz Safety Band use
across the U.S.

* 89 operational and ready-to-
deploy locations.

* 40,000 vehicles and 7,000
roadside transponders
equipped with V2X technology

in 25 states.

c.. —

SIP-adus Workshop 2019 \‘ \

12-14 November
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1-1-3. Breakout Workshop

2H3EB(11A148)ICiE, SIP-adusiERBZ R OICERADN O FFIRZHEEL T, &+
v avT—TIlOWTHREEEHELE LTz, BABOBERICOVWTHRAZERNTE
&5, ERETITONE LTz HBOMEEHICOVWTIAAN T TEMT AT LICK

V. BRADR Y b7 —ohsfbanE L, £7o. AFEIE, BEIFOMARICEDLZ K
F o RFRELZCSML, BBOICERICSMLI-ZLICLERDPRESINE S,

Breakout Workshop D#IE
(Hfr:£)
Session £ SE—4 — SINEM S5Es 25EN
Regional Activities KBz 36 10 26
FOTs and Next Generation Transport JIEHZ 19 6 13
Human Factors bl 31 17 14
Cybersecurity LRE 18 8 12
Safety Assurance fOMES 27 15 12
Dynamic Map hEE 20 4 16
Connected Vehicle IMIME3Z 10 3 7
a&t 161 61 100

LUF I, SessionDE &L SEOERYBEAEZBNL ET,

Regional Activities #I&

HRERA 5 EFIR, BUFBIRE. KEBRE. EECHBIHBOFFIR, 7407,
RR—= Ty ThEE BEVHREZEOEABRDBOFEIIRSSMLE Lz, LRILLD
TEEUTAY—EXRERAMLICEI7EORYEALFEONMEZHBLE L, LA
WA DEBEGZEDHEEREICAIS, FAHRELOD, ROXT v T L TRIZTRE
N UTFTORAY MZOWTEELE LT

- LRLAD—NERILE 2L K OBREN’H 5 T L w3k

- RIRAIGEAHODD GEfTRETHRE) DEREAZRBERD TV LELH B,
SHEEEOEEBRZBEL. Ko0BFEZIEEL T HEEZESERAALITR—IX
v EHEE

LN EEY 74 Y—EXERLICEIT., 5% ERE CEHEBEEORHEA TIY E
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ATWEET, FFELRIIANILY VFTITHNATRATIZ, BERAN S HEFRHLSHL.
T—03 3y T RITL, FD#E, KE. SIP-adus Workshop 2020 CiEsmE ER L T <

FETT.

FOTs & Next Generation Transport #E

2020 F DERF VN THEDRBREA XY FZFIC, REEICLBH LT WVWREZE-T
W< EREEORZZmL £ Lo, BEE~NORENRECYEN - BHRNG T 72X
HZxESDHB7-HI1C, BEECAERBORBYAR—T AV 2T HIRELHY £, BEE
ICEER L7 RERANRDERTIE. F7AN—HEDOEY HP, BE/FTFEENKELEE
127 £9,

SaElE. BRKOBIZH > TERICEITS bEy 7 ZBR-ZFOITITWE L72H. KEIFEE
E., 2. FE. BE@ET7YT. TETZTRELLTIT2ENLDOSMEL PV I X
ZEODFETT, LUDITEECEEBICE T2 =-— 7 GEAEROEY HAIZDON

T, SHATLEDFET, AV P TAIIDOVTHEERTEDLIICKEDT—o ¥ 3

v ZICETTERENEL TWEET,

Human Factors #1&

ISO TC22/SC39/WG8TD K Z A N—F=x ) v /iEEETOP 7 MCEEL, %L
DREECHELEICOVWTERLE L, EEKICOVWT, SMEOERMNMEONT-Z
&, BEAADWCONDEAFNENY F L1z FTAN—F=ZRY T ERTANRN—IR
RE A BREMIREE IR DO DWW DHhDTA TT7HELNE L1,

SHHBE) -V a VOBRBCERREICOVWTERRIZ#E L CLwE £d, 7. ISO
TC22/SC39/WG8n7'BY 7 b EDIERHIEFZRY £9,
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Cybersecurity #E

IDS (Intrusion Detecting System) 7R+ Ry FOE#TFTEV X ML —> a2 BF L F
L7z, IDSIE. OEMICE > T, YA N—tF 12U 7 1 4EERERDO L T BAEEE. EEFET
T, IDSOMEERIF, Ny H—ICEDRAMOBEF AL VX T LOTRMREZFEAFICH
L. BICERFTORREICEFR I LI EHNEF LW EEZONE T, IDSE[HICOTA/SUMSILE
RAIRTHZH o, OEMOBHEAFRNBOEREN D X2 T4 XX —3H 2 2T LH
RICZBT B ENLEELWTT,

L1612, IDSOTHEIER. Fih, HTFEREECODWT, A4 RFIA Vv EFERLTLEE T,
IDSIC& 2BABME., 777 K EDOAIEE@mAIS X7 LA EE LOEMD R 2%
Al IDPSY AT L OESER - EHEREZXRRLIZVLWEEZTWET,

Safety Assurance BIE

H. #. 1L Z2ECERNAOTF A= MILYLUTF320 MY 7RSOV TERDT
b E L7,

(DSocially acceptable criteria and safety argumentation

(@Scenario derivation harmonization towards international database

@Simulation platform harmonization for safety validation

ZhZniconWT, BFAOZITM (SIPHMER, 1SO. JAMA-Pegasus, JAMA —PFA
%) ZEAL CERNICERRZDOSZHAL (RELOZERERD TV FETT,
@Iz o\TiE, ERNBREFICHLBHZEFEL T ERMLICEIT 7RISV ER ZRE
LTWwE T,

Dynamic Map #Z
SIP-adus FOTIZDWT., BRVEMCESIEROLE. ARxET—ERDUR, FICH
BLABENRINE L, £7-. BEIBREEA~MIT T, ADASIS, SENSORISZERT %
AIBEMEN T REINE L 7=,
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St&l%. OADFZE%B L T, ADASIS, SENSORISE o Rtz fkitl TLWE X9, £
7o. ERTICOE D HBIfRZ Mt L TWE X7,

Connected Vehicle &

A H T 2 E5EBN %8 L TConnectivityDIEBHIEFIL Z1TUWE L7z, USAD S (I
CARMAZ O =7 MIBIFABEARCY AT LICOWTCEHEMICHBEL S Y £ L1, B
EH o3 EF TOERIMEERRICOWVTEFMICHRALH Y. ERLICAITZEBENEARAE L
Too BERNDOLH, BRT. #H54&. SIPEIAER. BEEA—H —DEMEAZFDRT Z F
ELxL7,

MEOC7OY 7 MERIFERTH-T-D T, EEEIZRINA S DEEEEMZTH -
KR FOFEHXRASDA AN —(CEBFRETVIWEEZTWET,

Breakout Workshop D#kF
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1-1-4. /NFIVER

S2EMBQLAL2E)BLU2HEW1IAB138)IC. 22D AT 4 7 HR—ILIZT3I3MD /%
IWEBRHEITWE LTz, SXIVER. BIEEMROEIN. REBFTHLSLHRAEN KIS L, RFHE
CEERTHANY £ L1, ONFEIBE(FAOTLERY F LT,

ETDNRFIVERDA A=V FRAHPLET, LK<RFELTVLWET,

FIZEHAER
EimEH | Fan Fi& RRE—
viay
20194 20184 20195 20185  2019%F 20184 20184F
=] 79 70 75 34 103 174 278
—ZHE 91 52 51 57 98 149 258
&t 170 122 126 91 201 323 536
_ Ex# | RNEES
1|{Overview 9 01-9
2| EEET—< 1 W-1
3|Regional Activities 1 R-1
o 4|FOTs and Next Generation Transport 6 F1-6
= 5 [Human Factors 1 H-1
6 [Cybersecurity 2 C1-2
7|Safety Assurance 4 S1-4
8 [Dynamic Map 3 D1-3
9 [Impact Assessment 3 [1-3
10| Connected Vehicle 3 CN1-4
&EF 33
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[Overview]
O-1: BE - ITS#HMEo—F~v 72019 0-2:SIPE1HESET 245 F 0]

SIP-adus Workshop 2019 \
m  SPods1nE = N -

SIP-adus — Mobilit}ﬂ!ri?)ging Everyone.a Smile —

Cross-ministerial Strategic Innovation Promotion Program g

Overview Overview

wSince it was formulated in 2014, the Public-Private ITS Initiative/Roadmaps has been updated each year based Driving for Universal J 2014
on affe e project for innovation. It has a providing a to such the reduction
wThe Public-Private ITS futu for the of traffic fatalities, the reduction of , travel support for elderly
rapidly advancing Mobility-as-a-Service (MaaS) sector. people uinerable road users, rural areas.
npr of and
( Scenario for Achieving Automated Driving ) significant from an industial pont of view.

Eany 2020 Crea 28 S sy s

bocte, Infomatora! standar organzatins, e

Cyoer securiy : Pedestion liafic Accidert Reduction
CED D G ) o) T
| mm e = ) J

Iy
- @ =g,

sttt s rtamatore s of avson s
ot o whos o camecosmt s

Ay o 3 1ok o paceskan oz, i scocut Pt of .
e vt st - Covsmert of vl - Vraton.

Program Director

Seigo Kuzumaki
Folow Acvanced D ava Engreerng
‘Compeny Tyeta Mot Gorperadon

e e
ooty

e o oo b Sy o
200 e sepn g ey g e e
g T oy A e now R
e et Tt

i

Ran B> Shio W, ‘

i Dot oeciuces Doioprn
L ] e el it )
e e A T e —

O-3:SIPE2HBEENEE [V AT LEY O-4:SIPE2HBEENELE [V AT LEYH—ER
—E2DYER] BRYBEADRA b DLsR] B A DR A > b+

SIP-adus Workshop 2019

SIP-odus: 022

'5 The 2nd Phase ofSIR*adus (26]
R

the Traffic Environment Informati

Realizing_Soclety5.0
(impleme

Implementing cooperative
automated driving

- I conred sooely 1w ayone a0 €9y 3
o 90 oy o e ot v

Overview

The operational domain of automated driving will be
‘extended from highways to arterial and general public
roads, and automated driving systems will be implemented
in mobility services including public transport and
logistic operations.

These actions wil help solve social issues such as reducing

traffic accidents and congeston, providing greater mobilty data will be promoted to utii for organizing and
for those with recuced transport in local communties, and g 3D map data, dynamic data) as well
i ) allevtating the shortage of drivers in the logistics industry, as the data of FOTS In other flelds and exsting relevant projects, etc.
everyone in socety. Funetion layer
(ouTpuT)
Deployment Milestones
RA&D phase and will be commerciaiized Portal function

‘smoothly at the exit from the project. Specifcally, investment
oty =
1) taking full advantage of the Olympic and Paralympic Games Tokyo 2020 Map update
2) conducting FOTs based on the plans of business operators and local government (npUT) = |

Asset layer A ) Y/ oynamic
=T Quasidynamic
7 Quasistatic
Static.
Vehicle Traffic infrastructure People, etc.

-30 -
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Efforts to Realize Automated Driving

by Road Transport Bureau‘MLIT(Part
L1

International Regulations fo omated & Connected Vehicles

@ Atthe UNECE WP 29, international regulations for automated & connected driving are discussed
 Regarding automatic steering which comprises the core technology of automated & connected driving,

rulemaking work is steadly in progress, with a regulation on lane keeping coming into effect last October and
 regulafion on lane change passing this March.

Charter for Improvement of. Legal System and
Environment for Automated Drlvmg Systems

= A charter for improvement of legal system and environment for automated driving systems, a policy for reviewing
relevant legal sysiems required to realize automated driving systems (level 3 or above) by 2020, was formulated
and finalized on April 17, 2018, by the Strategic Headquarters for the Advanced Information and
Telecommunications Network Sotiety (IT Sirategic Headquarters).

@ Further, WP-29 goes forward for the establishment of international requiations for auomated & connected
( Overview ] [ Major Progress ] a regulation on automatic bral rs and specific requirements for cyber
measures
B Establishment of Safety Standard for Regarding i, Safety Technology
Automated Driving Vehicles Guidelines for Automated Driving
i To establish vehicle safety |_—"| Vehicles has been formulated and = - - ]
requirements efc. as guideline announced in September 2018.
ii.  Toestablish safety standard for
automated driving vehicles Regarding ii, vi and ix, Partial revision
to the Road Transport Vehicle Act to World Forum for Harmonization of Vehicle Reguiations (WP29)
ensure safety uniformly from the [ apan. us, EU. Grina ete inec)
B Traffic Rules . design and manufacturing processes T =1
iii. Toimprove domestic traffic rules based through the use processes of Hiionaieg| [ Goneral | [Paosve =
on the progress of technology ‘automated driving vehicles and other pote ey || tamng
g_me\op_mentand intemnational vehicles. RV orser | | ersp) | | (OF8)
iscussion
iv. To consider necessary measures in - - [ [ | A
order to make automated driving RE‘?B.“""? o "{'d :'Tf:f';'ﬂlm & Aioratcaly | [ Adnoed | [Aerad| [ oo | [EDRVGR [ oo
systems observe traffic rules revision fo the Roa < Commanded | - |Emergancy| | WG | | gucgyy | | TBNUNG| oo jrments
v. For the time being, driveress. develop provisions related to driver Steering Funcion| | Braking | senication device
automated driving transport service can s o= i 2 l::‘d“.c"
be commercialized to Utiize the current "“'d"f'"ent““’" automated driving - - - —
field operational test (FOT) framework technologies. [ Examples of international for & driving J
Regarding v, it is confired that the <LReg‘u2Iﬂ|ions already adopted> <Regulations under examination> Ll
m  Setting Conditions of Driving current FOT framework can be used to Level 2 avel 3 Gommon to all levels:
Envronment commorcializs divrioss automled e g Soros s RS sy
vi. To set conditions of driving transport service. (Lane kesping'Lane change) <ACSF Category B1.C> (Line keepnglLane change)
(imited speed, route, time, etc.) to Aot paring e <ASF Gategery 52>
secure safety of automated driving Regarding vi, The existing concept Mentna 1 S M) T
that a person that puts an automobile
into use is liable to
Liability lssues ) compensate for damage arising from
vii. To relief victims rapidly using the operation of the automobile if this
compulsory automobile liability results in the death er bodily injury of
insurance when an accident accurs another person in Act on Securing
viil. To consider of criminal liability Compensation for Automobile
ix. To consider obligation ta install of Accidents has been maintained for
driving record devices automated driving vehicle:

0-8 : EE IS CHOE A BENEHBEH Y — LR
O-7: BHEXEMED—M2RET 2ER ItV THELBEBELSZEEA LY - FE
WAEIRT B1-0DHA RS ( >

SIP-adus Workshop 2019 SIP-adus Workshop 2019 \

Efforts to Realize Automated Driving

Efforts to Realize Automated Drlvmg

by Road Transport Bureau‘MLIT(PartZ by Road Transport Bureau‘MLIT(Parts

{ Promulgated on May 24, 2015 |

cle Law

Guidelines for Ensuring Safety and Convenience by Passenger Car
Operators in Unmanned Automated Driving and Moving Services
in Limited Areas

®To realize automated driving, it s necessary to modty various fules for safety based on the Road Vehicle Law
& The amendment of the law was approved at the plenary session of the pariiament, last May.
@ The contents of the revised act are as follows.

‘» The unmanned automated driving and moving service (Level 4) in a limited area that aims to be realized in
2020 needs to ensure as safe and convenient as when the passenger car operator that infroduces the senvice
[ Y T the bl J is in the car. The guidelines will e compiled to Srow the basic concept necessary for passenger car operaiors
ummary of the bil to consider the items to be addressed in order to ensure the-safety and convenience of the service.
@ We specified 10 ftems such as operational safety, passenger safety, responding to emergencies, etc

1. Addition of automatic operation devices to security regulations targeted devices *1

O"Automated operation device" is added to the targeted device of the safety (
regulations

Target of guidelines ]

(@ Unmanned automated driving and moving services in a limited area on the premise of safet
assurance measures such as remote monitoring. operator monitering and etc.
Car lane changes on highways (@ Unmanned automated driving and moving services in a limited area, after establishment of
* Necessary equipment for operating a car auiomaiically according to the program, and the < = technologies and systems related to Level 4
‘equipment Wit the function of substtuing allof the capabilies related Lo the recogrtion, bsi e
prediction, judgment and operation of the person, who operates the car, when i Is used
A 16 GO WK o by 3 Mt of T
+ Includng o

( Items to be addressed ]

+ Ensuring operational safety in compliance with traffic rules

A I ofa lissi tem related to ling. etc. by modifying * Ensuring passenger safety
programs incorporated in automatic operation devices, etc. *2 * Ensuring car safety through inspections, maintenance and etc.
* Confirmation of pre-service inspection
OEstablishment of permitting system related to acts Etectrical . ta ies and a communication system
such as the use of telecommunication lines, etc. Delacrmricaton ins + Accident records
that are modifications, by changing of programs ﬂﬁl & « Operation records
incorporated in automatic operation equipment, ete. « Responses based on accidents and near-miss cases
Itis also the modification, if the contents are not appropriate, the car may not comply * Establishing a system for carrying out transportation
with the safety regulations. + Securing passenger convenience
OlLet NALTEC conduct a technical review of the work related to permission
( Basic Concept ]
3 Orgamzmg corporations that conduct administrative work related to the management of
technical n ary for electronic ) ety omdemeabermis ot
— et o
4. Mandatory provision of technical information necessary lurexpandmg the scope of e e e sy
maintenance by disassembly / inspection —
e )
5. Others g —— Pesr e e gt

[y e

[Effective date] * 1: Within one year from the date of promulgation
* 2: Within one year and six months from the date of promulgation

G
T,
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Establishment of regulations for SAE level 3 automated d

( Definition of “driving” ]

“Driving” defined in the Road Traffic Act includes
the case of using automatic operation devices
(AOD)

( Driver responsibilities when using AOD ]

#The driver of a motor vehicle equipped with AOD must ot drive the vehicle using such devices when use
conditions of the AOD are not safisfied
#Prohibition against hoiding and using a wireless telephone and focusing attention on the screen of a device shall
not apply to the driver using AOD when any of the
following items are applicable. /
(i) The vehicle does not qualify as an improperly
maintained vehicle.
(ii) The use conditions of the AOD are satisfied.
(i) The driver is in a state of readiness to take over
the operation of the vehicle when (i) or (i)
becomes inappiicable.

( ing by Operational State ing Devices (OSRD) )
(3%) OSRD: Devices for recording information necessary to confirm operational state of AOD

#The user of a motor vehicle equipped with AOD must record necessary information by OSRD and keep the
recorded data.

#When a vehicle is being driven that could be found to consfitute an improperly maintained vehicle, a police officer
may ask the driver of the vehicle to present data recorded by OSRD.

[EFE#ET —~]

W-1: BiuE#E. B EUE

S

SIP-adus Workshop 2019

(&) International;

Policies of intl. cooperation by SIP-adus

» Joint research with -Hindustry-goy it
» Close cooperation with international and regional standardization organizations
» Open FOTs to promote open discussion based on experimental data

Collaborating research and standardization

Organizing  siP-adus WS 2019 Open Now! Joint research promotion

Research areas

09 e

DyamicMap  ComectedVehice  MumanFades  Qrbersscurty

¥ Inviting key | d experts internationall

B Encourage research collaboration

s i
SiP-adus Workshop 2018
Orer6Spenker chin 36 veses) and
ploelstyoorid oo ioitrhisese o S ™ Germany [T
Cooperation with o BMBF | DG-RTD |
o - P = bt

collaboration meeting

4 3 >
QIEE g Lﬁ!ﬁl-ﬂ:ﬂﬂ!\uwkshnp
E€.m =

e i [#] Japan(sip)
- uieen e Government : CAS, CAO, NPA, MIC, METI, MLIT 1
o) (SRR NI Organization :
B Promoting standards applied into FOT etc. JAMA, JARI, JasPar, SAE, ARIB, AIST, NTSEL etc. *
P Regularly meeting with OADF in steering Academia :
committee Mobility Innovation Prometien Liaison Council, etc. 3

T R T I T T

Promoting open discussion in FOT

» FOT in Tokyo Waterfront area (2019.10-2021.3),
which is expected to promete open discussion
about standardization of ADS, such as
infrastructure and vehicle communications

Providing traffic signal information
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[Regional Activities]

R-1: Av—FrEEYUT 4 —F v LY

Background

+ In Japan, diverse mobility services face diverse challenges. P is well-developed in the
ceniral areas of some farge and mid sized cifies, while ofher areas rely heaviy on personal cars.

~ In order to expand new mobility services in Japan, it is important to design appropriate services based
‘on regional characteristics. We will conduct planned tials based on specific regional characleristics, and,
based on the resufls, review model and give of b

Overview

+ In order to further step up trials conducted by local governments and companies in Japan MET! and MLIT
launched a program to support local organizations and companies in April 2019. This will further boost our efforts
to implement new mobility services and thereby bring about economic growth.

Council for
Promoting the Smart Mobility Challenge

Facilitate Participate in resuts.
information provision sharing and I

Target Regions and Businesses (First Trial)

Support in accordance A
with needs

and networking identification of issues

Field provision, data
sharing, results briefing

Universities / e

Private companies -
2 Research insitutes

Local governments.

@: Lame cies
Council members @ - Wi sized cifies (Less than 50% modal share of private cars)
(more than 190 i ) . than 50%
@ : Rural commarities.

Rural communit;

Eiheil

- Development of a regional transportation platiorm using self-driving vehicles.

~ Transportation of both goods and people by ridesharing service managed by
local communities.

- Postal transport and product delivery by autonomous delivery robots and self-
driving cars.

ty (Fukui Prefecture

[FOTs and Next Generation Transport]
F-1: RREREEEERD EE

FOTs in Tokyo Waterfront City—-Haneda Area

( Objective ) ( Outline of FOTs )

Industry-academia-government will work together to
accelerate the realization of advanced automated
driving through the FOT in the internationally open

SERKF

©mMINOG HONDA JTEKT

& @zaxr @ S A

G wanxr NISSAN - SAIK SBDrive
O itin & $sUZUKI @TierlV

VOLKSWAGEN
Alphabetical order

TOYOTA

[ System ]

( Period J

Oct./2019 — Mar./2021

experimental environment under public roads and (760MHD)
mixed waffic. Present info
Look ahead info.
( Participants ) recsimiia
Vi~ O© coscn onmxy  (E—————
= oamatsy ! | @Field.auto K &- i
= V2l communication SRS Il [

ETC20 (5.8GH2)
+Traffic flow info.
“ETCgateinfo.

Public transport system(by AD buses)

+Advanced PTPS*
~Nagnetic guided
steering -
-precise docking é é
-Dedicated bus lane o <
A&

*Advanced Public Transportation Priorty System

( Areas ]
Highway connecting two specific areas

FOTs  Tokyo
‘Metropoitan
Expressway

-33-
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SIP-adus Workshop 2019

a

S i
FOTs and Next GenerationzTransport
(National'Police®Agency)

NPA Guidelines for Public Road Testing of Automated Drivi

g Systems )

[ Guidelines for Public Road Testing of Automated Di

¥ Published in May 2016 . e

For experimental driving of vehicles that are driven [N NN
in automated mode 1l

N

Making it clear that no permission/report is required \
as long as the trial organization follows the Guidelines. -

S

Tests of level 3.4 have been conducted on public roads in various parts of Japan.

( Criteria for the Permission for Public Road Testing of Automated Driving ]

Published in September 2019

<

¥ Forthe permission by the police, essential for the test of automated criving with
wremote control technology

vehicle with wheel and accelerator /

device (different

brake pedal)

)

Remiote

Monitor No person

fOperator () inside the
vehicle

[ Jintervene only when necessary.]
such as in emergency

special controlling device

Public road tests of automated driving have been implemented
+in & prefectures (with remote control technology)
in4 prefectures (with unconventional vehicle)
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SIP-adus Workshop 2019 SIP-adus Workshop 2019

e

@‘ i ADUS in hill;/\an'd I ET I <) it Yl Research on recognl on technologles  necessary

for automated drlvmg (Ievels 3'3nd 4) e

Objective
[Level 4 equivalent automated driving at urban area
«Itis necessary to have advanced perception and v e
decision making system by enboard Al, S
as well as infrastructure such as road facities and o T s’
communication facilities to support it gtﬁ“ﬂﬂ’"
IState-of the-art autonomous vehicle technology and o tcrooiogy

+ Compefition area in the industry developmentis,

+ Knowledge of academia is essential
OIDetermination of technical and

Richnese of nfrastrueture
(Cost ofinfrastrudure)

Acvanoement of automated criving technology

infrastucture requirements
f2 ‘XE‘:Q‘.“;‘J, -
Project Summary
Determine installation and forinfrastruc pported automated
driving
() recogrize watic sgnal (GO0 Sxample: Imersacton ring scene.
o) e ED mD
=P
[c )
i} @= b <~
: (dydrive relatively  {b) recognize Dt
mlmmmm Experiments have been underway since 2017 at roadside
Mu_':_ m’:"‘m",""’“‘ s ann 1 Stations "Michi-no-Eki” and at other faciities located in the (a) Development of traffic signal recognition technology and investigation of difficult conditions
‘rom 2 iownhall. nabaaline.  social cores of hilly and mountainous areas. The final stage + Determine installation requirements for infrastructure-supported traffic signals
= ~Verification of effects by using infrastructure-supported traffic lights
of the experiment is in progress, for reakife implementation (b) Development or Al technology required to detect distant objects
scheduled for 2020. Consideration of how automated driving ~Recognition of traffic participants required when entering an intersection
can be economically justified in the aging hlly and mountainous {c) Development of high precision self-localization technology
« Development of low-cost GNSS/INS system using QZ55
areas biggest chalenges implementation. Devel
s oo of e for auch - Determine road marking maintenance requirements for stable map matching
(d) Development of behavior prediction technology of traffic participants and

N5 e o e T o o

path planning algorithm
- Behavior prediction of low-speed objects using deep learning
*Recognition of surrounding objects by extended object tracking
- Development of safety path planning in relatively narrow road

conditions

(e) Investigation of problem in thesituation where multiple
autonomous vehicle exist

(f) Demonstration experiment at Kanazawa-clty and Tokyo waterfront area

I October 2017, 885 Michino-£XI roadside stations amang ol
“LI17 staions are lcated In 617 municipalites, which account
for 54% of the 1142 hilly and mountainges communties in
Jagan. They In tarn account for nearly 70% o all (1718)

3%to

38% are locaed withi a distance of 1 km from 2 town halland

‘experimant at Tokyo waterfront area

ol nserving 23 @y nd muntainus communly centres,

QIANAZANS @ MELO UNIVERSITY @ CHUBU UNIVERSITY
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FOT for social |mplementat|on of the fast mile mobil moblllty system
by automated driving and connected veh|cles in dedicated zone:

mmary
The logistics industry in Japan is faced with the social issues such as shortage of truck drivers and increase of the - One of R&D and FOT(Field Operational Tests) Project for Social Implementation of Advanced Automated Driving
greenhouse effect gas, so that the automated driving technology is expected to solve those issues and improve System by METUMLIT(FY2016-2020).

logistics efficiency. » Cover shortimid-range distances lik , using last diving system.

“Truck Ptatooning comprises a number of trucks, and it is expected to save fuel consumption and reduce the » Develop i ibii for post-20: ical application.
number of truck drivers needed by applying the automated driving function to the follower trucks. Itis also expected » Four lected as last-mile pilot sites via Ful-scale o in FY20"

to improve traffic safety by assistance of the follower trucks' braking with no reaction time. » DI the last ,,bymelevelA(SAEJJmﬁ)ama

remote type in the automated driving systems

b
by V2V

| ouee | e et iyt
Coni A operators, and empirical evaluation of a medium-sized autonomous bus

m.ck platooning without drivers in the follower trucks.
In addition, in order to contribute to the development of
the platooning systems without drivers in follower trucks,
the government aims for the commercialization the
platooning systems with drivers in follower trucks.

Activities & Roadmap

World first field operational tests of CACC(Jan,2018) and CACC+LKA(Dec,2018) based 4 different brands’ truck
platooning were conducted on Shin-Tomei expressway.

‘The govemment intends to realize the truck platooning without drivers in the follower trucks in FY2020, and intends
to commercialize as earliest after FY2022.

5

Without
Driver

\,

'Depopulated area madel (Ehesj, Fukui Pret 2 Urban area model (Wejims, Ishikswa Pref.)
Lotaloperstrsran shout £ month cemo (Oct 29- ccacperstors ran s servee sema Feb 4217,
Nov.36, 018) 59

Jan, 2019 Dec,2018
World first - a
s
i o

FOT ot brands truck CACC:

£ s 30

“Tourstspot model (hata,Okinawa re)
oot o on st o 15

= FY2020 “reb s 2018)
%V snaote [ 202
3 Tk rolowing Ak oo
ruck Falow ik Falowing R
ey e e
1k Lo ==
Tl st ekt O Cooparaove Admpie
S 3018 e G e i) povtonin 12
(1 remote driver
https://truck-platooning-initiative.com operates 2 fleets)
Eiheiji (Nov. 18-} -
et cne sl pg g o
7z SLAIST
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[Human Factors)
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SIP-adus Workshop 2019

» Period: FY2019-FY2021 (3 years)

= Research consortium

+ National Insfitute of Advanced Indusfrial
Science and Technology (AIST) :j = TaskC
- University of Tsukuba
+ Keio University ez @
+ University of Tokyo teva 1
+ Kumamoto University (]
+ Tokyoto Business Service Co. Rascea Urestcie

= Task A: External communication at low speeds

- Collaboration with Ministry of Land, Infrastructure, Transport, and
Tourism (MLIT) and Police Agency.

+ Experiments at “MLIT Michinoeki (Roadside Station) demenstration
experiments'.

+ Exiract use-cases of extemal communication.

- Test extemal HMIs, road infrastructure modifications and education
programs for efficient extemnal communication.

= Task B: Driver's interaction with the system

* Collahoration with Police Agency.

+ Investigate safe transition protocols from Level 3 and 4 to manual on
mol

+ Develop an evaluation method for driver's OEDR (Object Event
Detection and Response) task performance.

* Investigate HMI, education and ODD (Operational Design Domain)
for successful OEDR performance and driver-initated takeovers with
Level 2 inlocal raffic.

Transition protocols

= Task C: Education and training of users
 Colaboration with Police Agency.
+ Investigate efficient education programs for users to se automated systems safely.
 Test prototype programs at education opportunities at licensing offices and car-dealers.

a Japan.Germany Cooperation [ pr——
» Coordinators Task A: External communication | Keio U TU Chemnitz
Satoshi Kitazaki (AIST) TohoeBsce | T
Kiaus Bengler (TU Munich) e
« Colaboration scheme: ox
B rkshops ToSE D ieredian | AT U
- E;Tua‘inmm and students yetToe umy
M_ 9 Task C: Education and training U of Tsukuba TUDresden
+ Exchanging lecturing Kumamoto U TU Munich
- Coautharing papers Toiyois 85 Co

[Cybersecurity]

C-1 : Cybersecurity C-2 T le U A N—BF K LR
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SIP-adus Workshop 2019 SIP-adus Workshop 2019

Contributlc;n to,realjze_;_.
the Cyber-safe’AutomatediDrivings=

LU
Condition of Cyber-safe Automated Driving New Cyber-attacks and Countermeasures Research
Explaining along the NIST Frame-Work ( New attack methods, IDS and Evaluation Method Trend Research )
1.Equipping the system spec. which correspond to all possible cyber-threats @@ Overview
2 Estabiishing the sure intrusion detecting process for inout vehicle when attacked at the field » Research & latest cyb ] 'scenario & risk
analysis).
3 Condition such as Quick technical judgment to vehicle behavior, Accurate first action and » Research trend of Intrusion Detection System (IDS) and other security fechnologies effective against new
‘Speedy tentative counter-measure can be done when inlrusion detected cyber-atiacks and develop evaluation method for such technologies.

» Conduct frial evaluation of IDS using an Open-source Vehicle Test-bed and verify the evaluation method

New cyber-attacks research & IDS research,
Attack scenario analysis Evaluation method development & trial

s
4.Conition such as Permanent counter-measure can be studied and srely practiced @

5 Condition such as Obtained knowledge through these action can be feedbacked to Vehicle
development process

Verification for the effectiveness of in-vehicle IDS/IPS system

Life-cycle of a vehicle ( Vehicle ion Testing L izati ]
[ Plan Develop sale Post Production * Scrap Overview
» Developed ‘Information Security Evaluation Guideline(Penetration testing quideline)” through SIF P research
SIP the 2 term tackling and field operational tests conducted on actual vehicle systers.

sIP the 1¢t term tackling

Definad the Guidelina for

S performance=Evaluation|
(PEN-test procedure and
critaria)

» Work towards standardization of the quideiing within automotive industry by building baseline consensus among
relative stakeholders such as OEM, suppiiers, security vendors.

Verify the effectiveness
of IDS/IPS and establish
the evaluating method for
them (At the first half of
the 2nd tarm) and then

Define CS performance
request

to Evaluation Guideline (SIP Ph1) Standardization Approach (JasPar)

Automobile industry (At 5
. the last half of the 2nd

Define CS Spec
to request

Confirm
CS function

Penetration Testing Guide(drafting)
i P P
[ p—

Pessraon e
[ty

Equip CS function

V-shape process of
vehicle development
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[Safety Assurance]
S-1 : Safety Assurance

SIP-adus Workshop 2019

N Z .
Automated DrivingiSafety Assurance

[WP29 Framework Document]

@ Within ODD, AD shall not cause @ rationally foreseeable
and @) preventable accident resulting injury or death

Within ODD
Rationally Foreseeable

i
Preventable ! Unforeseeable

Reverse Run

Multiple Colision s el

[Resr-end Collsion cotiiusmms

tadonf Exsiverons g oo
Hurricane, storm oo 0 ©

Safety Assurance Argumentation Structure

Best effort functionality

Foreseeable Accident with injury to mitigate the accident
Avoidance
Boundary ‘
Learning Process Social Acceptance
Unforeseeable Basedon __ *®
Field Monitoring Resilience Support for

Residual Social Risk

bl Bou-ndarv Unp bl

S-3 : (RIEZER T D BEEITIERE
BleF EDORHAE

Validation platfo\rm iuinuai space
for Automated driving system: safety assurance

M —
DIVP™(Driving Intelligence Validation Platform)
‘wObjective & motivation
DIVP™ contributes to enhance the validation of Autonomous Driving Safety assurance
DIVP™ scope DIVP™ Objectives
ysical . R
s W Reference platform

with reasonable verification level

Study reasonable
semiconductor spec

Computing
Porformance

W E & S pair model based approach
Trinitarian Approach (E - Environmontal mode, 5 - Sensor model)
aPhysical modeling

Designed research theme, Duplicate from Real to Virtual, and Verification of correlation level by 10-exparts as
DIVP™ Consortium

Roal Physics,

aProject status
Accuracy verification Usability study
Srton accracy
W Physical
Simulation
\_ Balancawith

\ connective
Ninterface
\

— ision spesd
Study the usability by balancing
Accurate & Real-time simulations

Dupiicates real physics in Simulation
‘and verify the simulation accuracy

womme R e

o ASEIYYSZMAGH @ SOUZE SONEN SUSSESSSE o swcmsowe symes DENSO roneer Mhon Unisys, Lid
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S-2 : Safety Assurance
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N \\ /A
Automated DrivingiSafety Assurance

ion frame work

“The innovative homologation frame work is being proposed to VAMD under the umbrella of GRVA by Japan.
‘The frame work requires the real world traffic monitoring data so that the parameter range of the scenario can
be rationally foreseeable. The global collaboration to define the realistic parameter range s important.

Scenario Structure

Traffic Disturbance
Traffic participants’ unsafe behavior
[ Lol

~] Would be shared among industry
NO need to be shared
Need harmonization

T
Surrounding Vehicle

ion Environment

Real-traffic tests

Proving ground tests

Virtual tests

SIP-adus Workshop 2019 \

S-4 @ ZERMIM(SAKURA 7AY = 7 )

Safety Assuraﬁgg‘@dos fofli?eliable
Autonomous vehicles: SAKURA"Project
¥ ] 'S —

» Socially acceptable and technically sound safety assurance methodologies are needed to safely introduce
Automated Driving Systems into the market.
» The SAKURA project s a large scale coordinated initative funded by the Japanese Ministry of Economy,
Trade and Industry (METI) that aims at harmonizing data collection, developing research methodologies and
activities through joint efforts by and traffic safety research

institutions.

» Within this project, a has been developed and a number of activities
are being deployed including real-traffic monitoring data coliection, development of traffic scenarios for safety
evaluation and definition of safety criteria.

» The safety assurance process will be applied to guide the development of the systems towards a safer
Automated Driving society.

Scenario in AD Safety Validation

- Comparici ot sy oetwesn R iver
a0 ctarors Emergency srkiog e

i -y
| )
e




[Dynamic Map]

D-1 : Dynamic Map

D-2: El 7 A—7ERFICLL2EHKE 3

RITHIR EHTICBI T A AFER R

SIP-adus Workshup 2019

d Phase SI

[ Data flow and Standardization regarding Dynamic Map ]
] =
= <
s i
a Lane fevel LR
(75720

Coe-lovel R (17572-4)

with

[ c

(OADF) )

e s e e s

TILIL

[\ TIsA
TS TISA (Travelier Information Services Assaciation)is
‘anon-profit company focused on prosctive
implementation of traffic and travelinformation
services and products based on existing standards,
including primarily RDS-TMC and TPEGTM
technologles. TPEG specificatlons offer amethod
for transmitting multimodal traffic snd ravel
information.regardless of clien type. location or
required delivery channel(e.5. DAB, HD radic.
Internet, DVB-x, DMS, GPRS, Wi-Fi..).

ADASIS

‘Toenable and/or enhance the functionalites of
Advanced Driver Assistance Systems (ADAS].
vehicle manufacturers want to sccess and use the
information provided by navigation systems suchas
map data, vehicle position and speed. In order for
ADAS applications to access this data, an
approprteinformation exchange Interface must
e defined. This is the overallsim of the ADASIS.
Forum.

Navigation Data Standard

NDSs aregistered association with the vision of
providing  leading world-wide map stanciard for
automotive grade use: The NDS Assaciation
consists of car manufacturers, appfcation/compier
developers, map and service providers.

SENSORIS  SENSORIS

The Sensor Ingestion Interface Specification
describes the needed technicalequirements of
diata sets for vehicles submitting rich data gathered
byon-board car sensors.

D-3: ®fBE 3 X
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CRP (Common Reference Pomt)
on High- Deflnltlon 3D Map =

Method to Exch

Physical Space

[CICRPs are virtually set on intersections,

junctions or others.

Based on a Po

e Location Informati
on a Road

~Automated driving uses High-Definition 3D Maps. However, the methods of linking different High-Definition 3D
Maps and exchanging location information of the road structures have not been established.
* Common Reference Point (CRP) is a common point for matching location information accurately among the

Virtual Space

» CRPs are defined by using relative distance from
real road facilties as Anchorage Points (APs).

» The accuracy of location information on
High-Definition 3D maps are improved by setting
Ground Control Points (GCPs) on roads.
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Overview

u Objectives

the High-precision map(HD map) data and it is going 1o be in the

market soon.

* Itis mandatory for automated driving systems fo keep HD map data usable by updafing anyhow,

* sy O map onst of many nque conirtc mads by orpnal pocessos unbcly what corman agtalmape(suen ac
iy inappropriate b forusto update HDmap

i e g et o S poschera,
* Qur shdy and research are o fnd how
< lanes, paints and signs by using car probe data gewated from venses
+ Using e ronts
= Schedule and abstracts of studies

ttems

] sons for HOmap

il
T3

. ciudy of rad ehange extracion technology wih car probe data
b

images tut of e reparcers.
d fld test

2. study of road change extraction technology with car b. study of road change extraction technology by

probe data using drive recorder solutions
+ Atechnology for exiracing + & technology for extracting road change paints (mainly

rosd change points (mainly road signs and road markings) from camera image data.

increaseldecrease

number of lanes) from

probe vehicia data.

4-}

A,

=
Current Status and Future Pl

- Culrent status of a. = Current status of b.
L ~Visual landmarks such as road signs and
and thelr vakty has baen verifed on the test course. markings can ba exirated from images generated by
+ Based on the verifcation resuls,  has been confimed drive recorders
#hatroad change pain's can be & iracted Using the data * e sositons of vieuslindmarks can se Kentfied by
st can be cbtsined from the vehice (e.9. time. posifon, he positon of vehick
venicle speed, scoeleration, tum signal, steering). + the visua iference con be defece

d by comparing the

images between the past data and the latest data.
r 1

e swe it
ey

= Future plan

canbe y using vehicle in an actual

-

- Continue fo verify the prasence or absence of datectable fetures from camera images.
Link the information oblained from a. and b. o highprecision 3D . and examine e fechnologyfo dentiying the

update location of the
- Conduct eld 5ts o feehnologies a 4o .

mc  rrpara




[Impact Assessment]
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~. Study of the Impact of Automated Dfiving on

Parant
=F

SIP-adus Workshop 2019

< o, ]
) Impact Assessment

&% Reducing Traffic'Accidents and on Others : A LICTI LA
: (The Universi Yo | Doshisha University) == (National Police'A )
(The University of Tokyo / Doshisha University) == \National Foliceé’/Agency

carch and development plan for Second Phase of Cross Ministerial Strategic Innovation Promotion

>rogram — Innovation of Automated Driving for Universal Services (System and Service Expansion)

(C Objective of study

Commercial development and increased diffusion of connected and automated driving (CAD) vehicies Wil help o
reduce traffc aceidents, alleviate trafic congestion, ensure mobilty for vulnerable road users, resolve the driver [
5!'“"‘?::; reduce costs ‘":’ES:“ and passe Mgerllra nsport :""" “EZ an‘u“eadve other social problems. The In order to ensure road safety and smooth traffic when automated driving vehicles are introduced, we analyze the
amis: ieve a society in which everyone is able to enjoy a high-quality impact of automated driving vehicles on traffic flow using probe data and vehicle-to-vehicle data(V2V data).

el ;
CIEa = ( ftems to be examined )

( Overall of study )

Impact assessment

Purpose J

#Data collection
Demonstration experiments concerning
automated driving vehicles are conducted
in Tokyo waterfront area from October
2018, s itis possible to analyze the
impact of automated driving vehicles on
traffic flow using actual data

Automated
driving’
vehicles

“...M..u@wa ,

( Study items The impact of
L automated dving

e vohics soppng mage of s st smiaicn model
st i S g e et s for safety
T e
\Estmton ctenechenes 1 hEstmatoncteaictonof ram: (9) Effect on indusiry and society
e e o e 705 s i i ) 1 hrge e st s -
ey e ity The impact of non-automated
fﬁﬂ Qq'; o iy 1 Coruion i et of e ol tackr prouciuty o e Japanese economy driving vehicles tailgating The impact of the gap
N automated diiving vehicles o between actual speed and
= (7) Convening of Adisory Commates moving alongside these regulated speed
- vehicles 0o closely
( Japanese-German research co-operation on connected and automated driving )
“#Assessment of the impact of automated driving vehicles on traffic flow

e ot e o it et e bt -Compare the impact of automated driving vehicles with that of non-automated driving vehicles
+Arrange positive & negative impact
-Utilize actual data and a traffic simulation model for assessment

[ Geman Pareers) ]
Insiuée of )
‘German Aerospace Center (DLR) [ Future plan ]
ool —
. Technoogy (KIT) jing vehi e
Mokt et Cola e el ety (KT vaming (15, RATH We will foster public acceptance of automated diiving vehicles and promote the spread, by considering iraffic
Kaganea Unersy, Nagoya Universty, Nanzan Uniersity, || Aachen Unversdy measures in the transitional period.

Universty of Tsuhuba MW Growp

myj LTEC

-3 BEEEEAETIEFIINTI2HE
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SIP-adus Workshop 2019

Application of ADAS techné,i@'
for driver who has™a narrpWifieId’of.view

»Introduction-1 | Driving Process » Introduction-2 | Visual function & Driving

I Car driving process | Fig.1 > More detailed car driving process | Fig3
Visual funcéion estimated by the objective cinical data
% & Possble to consider based on medical evidence
- — & \DAS techrol compansate for drving risks due fo visual field defect

> Ccnsaeraion sesed
g NG ) ‘on medial culéence s

P Driving risk due to finess or drinking | Fig.2 = m = D"'m T "1> : ﬁ
Re +d Judgmer . ! | |

B¢

T % i Ensuring safely equivalent 10 healhy person with ADAS
] G ) drvers icense.
ot - returning a driver's license.
»Project | Overview » Driving simulator

»Research consortium
RIKEN, Nagoya universiy, University of Tsukuba
Hospi

[E)8y combining the resuks of a, b and ¢, we wil ensure
e ety o1 3 ilraran b oo o
TR o s e et ey
ansn g s e i s e s o A

" battosnsorcton (08 Simpletype_Honda Sefey nasi

inderstancing

N
Clsticston o sappon concitons

-
i Prof of sy by ueing g upose e

S
ighprcison 55

s pucelnes ubiing
c drovg ecrreloey

OYA

UnivERsITY
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[Connected Vehicle]
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Provision of traffic signal information from roadside unit

Automated driving vehicles can pass intersections safely
by recognizing traffic lights with in-vehicle cameras and
receiving traffic signal information from roadside unit
(RSU).

Establishment of the technology to provide traffic signal
information from ITS Roadside Unit

( Purpose ]
AN, 4
For the infroduction of automated driving, we examine the 5,
content of traffic signal information and the function of the
ITS Roadside Unit(ITS RSU), based on the request from =
suchas

> * &

( Items to be examined ] e @

& Examination of
» the content of traffic signal information that cannot be:
premine ke sy (ST 2 e e o s s
» the enhancement of the faisafe function for e ITS RSU  existence of crossing pedesirians and s0.00
@ Creation and validation of mode! systems
# Review of specifications of the ITS RSU

Technological examination to provide traffic signal

information using cloud and other technologies

( Purpose )
For the introduction of automated driving, we examine the e , b
technology to provide traffic signal information using methods il i Y
other than direct communication from roadside unit, based on
the request from private business operators.

[ Items to be examined

. functional and

means of provision and system plans
4 Creation and validation of simulation systems
® Examination of specifications of model systems

A
A

CN-2 : SEEFRER DIRIBEE(F
(BT EERY —

e
N A

bl Private Jsint Ressarch far C-TS

Provide outcomes

EX)

[ EE——

Plerosrshiaie et NI———
Rt e V2.

I —
=t i oy i .

¥ o s ot st e s e
S L R
o A

Partcipants of the it rescaren
Tovota s mowoa (L)

R —

e ot s g - ey g e
ey

@ purpese

+ Asence b e sionin merangon egeesays o STy TR
e et A R D .

@"h

@concept
o

B S

T

CN-3
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V
Optimized Processmg for. Dynamlc Road
Information by V2X with Multt-ScaIe Architecture

( Introduction J

Recognition of non-line-of-sight (NLOS) and out-of-range road situafion s highly in demand for automated driving
system. V2X technology combined with roadside sensing technologies enables vehicies to behave more safely,

smoothly and intefligently.
=P AT

(w‘,_A..@«

Small-Scale NW Mid-Scale NW
( Purpose ]

Optimizing the information process with mult-scaled network through the combination of V21/V2P/V2N technology
and roadside sensing technologies.

( Summary ]

Optimization of processing methods (Collection, Integrationand Distribution) for dynamic road information by
introducing multi-scale network architecture (Mid-/Small-scale NW)
Mid-scale NW | =
‘Optimization of distribution method L ﬁ T
‘over multiple Small-scale NWs with
high consistency

%

Small-scale NW Edge ‘ Edge
Optimization of collection and integration . Server Server
methods of sensor data for dynamic H
road information with different wircless %

systems (DSRC, LTE-V2X, 56, WiGig)

Mid-scale wireless system

ddécomo OKIT €& Panasonic
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Safety Assurance ESEET —<

Regional Activities
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7 — < : Cybersecurity

Hacker attack
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J—< : Scenario Structure (Functional Scenario)

Scenario Structure |
ﬁ&

raffic Disturbance

Traffic participants’ unsafe behavior
"

I 1 1
dimate | light | [ Road || egovehice || Traffic Participants | | Body force Road surface |
| — - Fition bole, bump
CH B8 & & domsn © |
<) =
L =
B e E—— | e e B H ! I S— .
rain | snow | fog | night |Backiight | shade i || surrounding Vehicle | | Sidewind | Low ficton || hole, bump

000

® @

@

~position -behavior

E

7 —~ : Acceptance Criteria

&
[WP29 Framework Document Draft] % Ii|

o Within ODD, AD shall not cause o rationally foreseeable and oEreventable
accident resulting injury or death

Ratio
Out of ODD

Preventable

Within ODD

nally Foreseeable
I
 Unpreventable
| Best effort
I
-
-

w

range

Unforeseeable

Reverse Run ol

Miultipla Collision o=l 98

Rear-and Collision i o
Violation of Excessive Road

Traffic Act of Other Cars [ )

Hurricane, Storm 8, o —

J —~ : Evaluation Environment

Multi pillar approach

Pre Production

Real-traffic tests

Proving ground tests

&

Virtual tests
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T — < . Safety Assurance Structure

Foreseeable

Unforeseeable

Scenario Base Approach
[Goal: No Collision]

Learni P,]ocess
Basedon __

Field Monitoring

Preventable

Best effort functionality
to minimize the severity

[Goal: Mitigation]

Consumer Education and
Training

Unpreventable

7 — < : Safety Assurance Virtual Testing

Lens/
Me®

Mode!

e

eoan

Vehie
Magel

X

TF—7 . SBEE3IRTHHICEITAMUBESRBS

O

(CRP) D& Y /5 ICE8d 2 TR

KIEREA
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T —< . Cybersecurity

(R)

SEERUBVEMEBTERLWebY A k (Fr—7Web)

WA BBEFREEDBLEHETESVL S —I Ry ~OIRROSEH

F ) #ENICERFEECEERNY A — OB
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BRI M BEELSE WS ESADE BT

-
SELSTTERITLIEVANELSATLS
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A case of websites that cannot be viewed without
registering as a member(Deep Web) and Darknet posts that
can only be viewed using a special communication method

(CASE) Posts by a black-listed hacker who is requiring continual Menitoring uem i bk soein sesarsed

26 May

e oo found,

Attempted to get information on Russian forum in May and English forum in July.
Then, The reaction was bad.Added a note "pay reward” on both sites in August

Strong willingness to do something even if pay
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