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–Cybersecurity
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Society 5.0 and ADS1.

Initiative of SIP-adus2.
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Society 5.0

2

Data convergence

high degree of convergence between 

cyberspace (virtual space) and 

physical space (real space). 

provision of products and services that 

are needed to the people that need 

them at the time they are needed

Economic 

advancement
Solution of social 

problems

human-centered society in which anyone 

can enjoy a high quality of life full of vigor

＋

(Cabinet office HP)
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3The challenge for Society 5.0 realization

Resolution of Social problems & 

Creation of New Value

by data usage and data collaboration

3

Society 5.0

To establish the database for ADS

To promote data usage and

data collaboration among 

industry and government

ADS: Automated driving system
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SIP-adus Initiative 
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Competition

Cooperation
➢Public acceptance

➢Int. cooperation/Standardization

➢Technology

ADS (Automated Driving Systems)

・Establishment of digital infrastructure

・Unification of data format and interface

・Safety assurance and cybersecurity

etc.

Safe and secure mobility for all

➢Deregulation/Regulatory reform
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Promotion framework

Cabinet office

NPA

MIC

MITI

MILT

Cabinet 

Secretariat

IT strategy head office

ＰＤ

Steering Committee

System 

Implementation WG

Service Implementation

WG

Int. cooperation 

WG

NEDO

【Contracor】

他関係省庁他関係省庁MEXT

【Contractor】
【Contractor】

Road Transport Vehicle Act

Road Traffic Act

“The Public-Private 

ITS Initiative/Roadmaps”

5

5

Partial revision (2019)
Regulation maintenance 

for ADS implementation

 Promote cross-sector and industry-academia-

government collaboration

 Intensive R&D program from fundamental research 

to practical and commercialization

 Promote Regulatory reform

NPA ;  National Police Agency

MIC ;  Ministry of Internal Affairs & Communications

METI ; Ministry of Economy, Trade and industry

MLIT ; Ministry of Land, Infrastructure, Transport and Tourism

MEXT; Ministry of Education, Culture, Sports,

Science and Technology Road Act
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Roadmap of ADS development
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〈2025年完全自動運転を見据えた市場化・サービス実現のシナリオ〉

Public-Private ITS Initiative/Roadmaps 2019

Scenario for the commercialization and service of fully automated driving by 2025

By 2020 Early 2020s Circa 2025

[Private vehicles]

[Logistics services]

[Mobility services]

Development/demonstration

Sophisticated driving 

safety support system 

(tentative name)
Deployment

Reduction of 

traffic accidents 

Alleviation of 

traffic congestion 

Strengthening of 

industrial 

competitiveness

Automated driving on 

general roads [L2]Development/

demonstration

Large-

scale 

field test

Automated driving on 

expressways

[L2, L3]

Deployment/expansion

Fully automated 

driving on 

expressways [L4]

Fully automated 

driving of trucks on 

expressways [L4] Innovative 

streamlining of 

logistics in the 

era of 

population 

decrease

Truck platooning on 

expressways

[L2 and above]

Unmanned autonomous 

driving delivery service 

in specified areas

Automated driving of 

buses on expressways 

[L2 and above]

Unmanned autonomous 

driving transport system in 

specified areas [L4]

Field test on 

public roads 
・Remote type

・Underpopulated areas 

etc.

Development/ demonstration

Unmanned 

autonomous driving 

transport system in 

specified areas [L4]
*Expansion of target areas, ODDs, 

and the contents and scope of 

services

Society that 

enables the elderly 

to move around 

freely in each 

region nationwide 

・To establish the cooperative 
areas technologies essential 
for implementation by 2023

・To create multiple example 
cases for commercialization 
through FOTs by involving 
various businesses and local 
government
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Vehicle Position Detection using HD 3D Map
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Dynamic Map

API

Point Clouds, Graphics, Probe Data etc.

3D Common Platform Data

Dynamic Data

Semi-dynamic Data

Static Data

=High Definition 3D Map

Semi-static Data

Movement of Vehicles, Status of 

Pedestrians, Traffic Signals etc.

Accidents, Traffic Jams, 

Detailed Weather etc.

Traffic Regulation, Road Construction,  

Weather etc. 

Road, Lane, 3D Shape of Structures etc.

Digital MappingAPI : Application 

Program

Interface

Link 

Base 

OEM

Common (Basic) data

Additional data

Competitive area

Cooperative area

8

To use combination database of high definition 3D map data with dynamic data such 

as traffic jam, road construction info.  
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Building the Traffic Environmental Info. Framework
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【Scenario for private car】

1
s
t 

S
IP

2
n

d
 S

IP

～2018 ～2022

Ordinary road<L2>

Expressway<L2・L3> Expressway<L4>

By 2020

By around 2020
By around 2025

Realizing Society5.0

（implementation CPS*）

*CPS：Cyber Physical System

Building geographical space 

information market

Utilization of traffic environment 

information and geospatial 

information in multiple fields

Promote dissemination by cost reduction 

of high-definition 3D maps

Achieve safe and smooth traveling by 

prefetching information

Distribution real-time 

information on 

restrictions

Accident reduction by V2X 

technology

Reducing traffic congestion by 

traffic flow control

Visualization of traffic environment 

information and social utilization

Signal information provision

Large-scale FOT on linking high definition 3D 

map and information

Implementing cooperative 

automated driving

Collection and utilization of 

vehicle probe information

Cooperative control of 

infrastructure and vehicle such as 

traffic merging support

FOT at Tokyo waterfront area for 

dynamic information distribution

Developing and operating 

dynamic traffic information
(Cooperative area)

Establishment of static 

information infrastructure

Dynamic map basic concept

Construction of static information

Realization of smart mobility service / logistics 

service 

Id
e

a
l 

s
it

u
a
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o

n
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FOT in Tokyo waterfront city area

Tokyo Waterfront City area
 Signal display and change timing information 

via ITS infrastructure

 HD 3D map linked with signal info. etc

 Merging assistance on the main lane of 

highways

 ETC gate open/close info.

 Lane level traffic flow regulation info. Etc.

Haneda Airport area

Metropolitan Express way

 Signal display and change timing information 

via ITS infrastructure

 Magnetic marker 

 Bus stop, designated lane for bus service

10

Period; October 2019 – march 2021
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Participants of FOT

 Total 29 entities including OEMs, suppliers, venture companies and universities
with 100 vehicles are participating in our FOT from Oct. 2019. 
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Safety assurance
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• Scope & Objectives

Computing

Performance

Data

Accumulation 

& utilization

Platform 

implementation

&

Study reasonable 

semiconductor spec

Physical

Model

 Open Standard Interface

 Reference platform
with reasonable verification level

 E & S pair model based approach
(E : Environmental model, S : Sensor model)

DIVP™ scope DIVP™ Objectives

DIVP™ will improve Simulation based AD Safety validation

for Consumer acceptable Safety assurance

Trinitarian approach 

DIVPTM    Driving Intelligence Validation Platform
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Sensor evaluation model & project structure
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Platform

Camera modeling

Radar modeling

Risk prediction

Vehicle
Motion control

Highway model

Test data 
generating tool

Environment model

Perception

Automated 
driving model

R
ea

l
e

n
vi

ro
n

m
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t

V
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tu
al

 e
n

vi
ro

n
m

en
t

Environment

Environment Test data Generator

Sensor model

Space design Recognition

Sensor Automated control

Vehicle

Visible light
Ray tracing

Millimeter-wave
Ray tracing

Infrared light
Ray tracing

Fusion

Vehicle 
maneuver

Vehicle 
maneuver

General road
model

Intersection
model

Driving
Path planning

Performance Validation
 Intended performance
 Performance limits
 Sensor malfunctions
 Traffic disturbance
 Human errors

Camera modeling

Perception Recognition

LiDAR modeling

Perception Recognition

Radar modeling

Perception Recognition

Measurement & verificationMeasurement & Verification

Nihon Unisys, Ltd

Nihon Unisys, Ltd
Sony Semiconductor 

Solutions Corporation

DIVPTM Consortium

Real Physics
based
Virtualization

Designed research theme, Precisely Duplicate from Real to Virtual,

and Verification of correlation level by 10-experts as DIVPTM Consortium
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Physical modeling framework 
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DIVPTM Consortium

DIVPTM propose to collaborate Metrics leveling to meet to user demand

System

Identification

ExperimentationCorrelation

Simulation

ModelingGap Analysis

Laboratory Proving Ground Proving Community

S
ta

ti
c

D
y
n

a
m

ic
Test

Target

Real

Target

Real Target

(Static)

Real Target

(Dynamic)

Harsh

Environment

Real Environment

& Traffic

Real physics based approach Enhancement roadmap
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Physical modeling framework 
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• Perception model output （Sample）

Fr Camera

Rader
LiDAR

Driving Scene

（CARLA）

Environmental model 
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Cybersecurity

 To Establish evaluation method for Intrusion Detection System(IDS) components/

solutions provided by various security vendors from the view point of user(OEM).

Vehicle

IDS

Detect

Server
Detect (Analysis) !IDS

Data communication Vehicle

IVI

Body
Powertrain/Shashi

Safety

Central 

Gateway

ECU ECU

ECU ECUECU ECU

Diagnosis

OBD-Ⅱ

ECU ECU

BT/

WiFi

TCU

ITS

PLC

Cloud LTE

Bluetooth

Fi-Fi

V2X

EVSE

SIP Ph1 Activity

(Establish penetration 

testing method for vehicle)

SIP Ph2 Activity

(Establish testing method

For IDS component/solution)

IDS

IDS

!

1. Collection of new 

attack method or 

incident info.

2. Analysis of 

new attack 

method

3. Risk and Impact 

analysis for attack 

method

４．IDS 

evaluation by 

using testbed

５．To establish 

guideline for IDS 

evaluation
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SIP-adus Workshop 2020
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◇Status report meeting
Nov.10.2020   @Tokyo

◇Online symposium
Nov.10～12.2020   @Website

Real Virtual

【Presenters 】

SIP-adus contract researches

SIP-adus related members

【Language】

Japanese/English

Simultaneous interpretation

【Presenters】

SIP-adus contract researches

SIP-adus related members etc.

Experts form overseas

【Language】

English

＋

（Live streaming）

Dynamic map

Connected Vehicle Human Factors Cybersecurity

Safety Assurance Impact assessment

Regional activity

Implementation
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Thank you

https://en.sip-adus.go.jp


